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ABSTRAK 

Perkembangan teknologi informasi telah berdampak signifikan pada dunia 

pendidikan, terutama dalam penggunaan sistem informasi oleh civitas akademika 

di universitas. Meskipun akses informasi semakin mudah dan cepat, hal ini juga 

menimbulkan risiko terhadap keamanan data. Penelitian ini bertujuan untuk melihat 

seberapa besar kesadaran masyarakat akademika, yaitu mahasiswa dan dosen, 

terhadap keamanan informasi di Universitas Pendidikan Ganesha (Undiksha). 

Untuk mencapai tujuan tersebut, penelitian ini menggunakan tiga model penilaian, 

yaitu Risk Behavior Scale (RBS), Conservative Behavior Scale (CBS), dan 

Exposure Offense Scale (EOS). Data diperoleh dari kuesioner berbasis Skala 

Guttman yang diberikan kepada 168 responden, terdiri dari 120 mahasiswa dan 48 

dosen. Hasil analisis menunjukkan rata-rata skor RBS sebesar 0,63 (kategori 

cukup), CBS sebesar 0,70 (kategori baik), dan EOS sebesar 0,61 (kategori cukup). 

Temuan ini menunjukkan bahwa kesadaran masyarakat akademika terhadap 

keamanan informasi cukup baik, namun masih ada kebiasaan yang bisa menambah 

risiko keamanan digital. Dengan demikian, penelitian ini menyarankan beberapa 

strategi, seperti meningkatkan literasi digital, memberikan pelatihan keamanan 

informasi secara berkala, menerapkan autentikasi ganda, serta mendorong budaya 

pelaporan insiden keamanan. Hasil penelitian ini diharapkan bisa menjadi acuan 

dalam menyusun kebijakan dan membangun budaya keamanan informasi yang 

lebih baik di lingkungan Undiksha. 

Kata kunci: Keamanan Informasi, RBS, CBS, EOS, Kesadaran Digital 
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Information System Study Program 

 

ABSTRACT 

The development of information technology has had a significant impact on the 

world of education, especially in the use of information systems by academics at 

universities. Although access to information is increasingly easy and fast, this also 

poses risks to data security. This study aims to determine the level of awareness of 

the academic community, namely students and lecturers, regarding information 

security at Ganesha University of Education (Undiksha). To achieve this goal, this 

study uses three assessment models: the Risk Behavior Scale (RBS), the 

Conservative Behavior Scale (CBS), and the Exposure Offense Scale (EOS). Data 

were obtained from a Guttman Scale-based questionnaire administered to 168 

respondents, consisting of 120 students and 48 lecturers. The analysis results show 

an average RBS score of 0.63 (sufficient category), CBS of 0.70 (good category), 

and EOS of 0.61 (sufficient category). These findings indicate that the academic 

community's awareness of information security is quite good, but there are still 

habits that can increase digital security risks. Thus, this study suggests several 

strategies, such as improving digital literacy, providing regular information 

security training, implementing dual authentication, and encouraging a culture of 

reporting security incidents. The results are expected to serve as a reference in 

formulating policies and building a better information security culture within 

Undiksha. 

 

Keywords: Information Security, RBS, CBS, EOS, Digital Awareness  



  

xv 
 

DAFTAR ISI 

 

HALAMAN SAMPUL ........................................................................................... i 

LEMBAR PENGESAHAN .................................................................................. v 

PERNYATAAN .................................................................................................. viii 

MOTTO ................................................................................................................ ix 

LEMBAR PERSEMBAHAN ............................................................................... x 

PRAKATA ............................................................................................................ xi 

ABSTRAK .......................................................................................................... xiii 

ABSTRACT ........................................................................................................ xiv 

DAFTAR ISI ........................................................................................................ xv 

DAFTAR TABEL ............................................................................................. xvii 

DAFTAR GAMBAR ........................................................................................ xviii 

DAFTAR LAMPIRAN ...................................................................................... xix 

BAB I PENDAHULUAN ...................................................................................... 1 

1.1 Latar Belakang Masalah ......................................................................... 1 

1.2 Rumusan Masalah ................................................................................... 4 

1.3 Tujuan Penelitian .................................................................................... 5 

1.4 Ruang Lingkup Penelitian ...................................................................... 5 

1.5 Manfaat Penelitian .................................................................................. 6 

BAB II TINJAUAN PUSTAKA ........................................................................... 7 

2.1 Studi Sebelumnya .................................................................................... 7 

2.2 Dasar Teori ............................................................................................ 12 

2.2.1 Keamanan Informasi .................................................................... 12 

2.2.2 Risky Behavior Scale (RBS) .......................................................... 18 

2.2.3 Conservative Behavior Scale (CBS) .............................................. 18 

2.2.4 Exposure Offense Scale (EOS) ..................................................... 19 

2.2.5 Skala Guttman ............................................................................... 19 

2.2.6 Uji Gregory .................................................................................... 19 

BAB III METODOLOGI PENELITIAN ......................................................... 21 

3.1 Kerangka Penelitian .............................................................................. 21 

3.1.1 Studi Literatur ............................................................................... 21 

3.1.2 Penyusunan Kuesioner ................................................................. 22 

3.1.3 Pengumpulan Data ........................................................................ 22 



  

xvi 
 

3.1.4 Pengukuran Menggunakan Model RBS, CBS, EOS ................. 22 

3.1.5 Simpulan dan Rekomendasi ......................................................... 23 

3.2 Responden Penelitian ............................................................................ 23 

3.3 Metode Pengumpulan Data .................................................................. 24 

3.4 Instrumen Penelitian ............................................................................. 25 

3.4.1 Kisi-Kisi Instrumen Penelitian..................................................... 27 

3.4.2 Validasi Instrumen Penelitian ...................................................... 29 

BAB IV HASIL DAN PEMBAHASAN ............................................................ 30 

4.1 Uji Ahli Instrumen Penelitian ................................................................... 30 

4.2 Penyebaran Kuesioner dan Pengolahan Data ......................................... 32 

1. Proses Pengumpulan Data: .................................................................. 32 

2. Pengolahan Data: ................................................................................. 32 

4.2 Pembahasan ................................................................................................ 36 

4.2.1 Model Risky Behavior Scale (RBS) .................................................... 36 

4.2.2 Model Conservative Behavior Scale (CBS) ........................................ 37 

4.2.3 Model Exposure Offense Scale (EOS) ............................................... 37 

4.2.4 Rekomendasi ....................................................................................... 38 

BAB V PENUTUP ............................................................................................... 40 

5.1 Kesimpulan ................................................................................................. 40 

5.2 Saran ............................................................................................................ 41 

DAFTAR PUSTAKA .......................................................................................... 42 

LAMPIRAN ......................................................................................................... 44 

 

  



  

xvii 
 

DAFTAR TABEL 

 

Tabel 2.1 Studi Sebelumnya .................................................................................. 7 

Tabel 3. 1 Tabel Presentase ................................................................................. 23 

Tabel 3. 2 Pemetaan Sampel ............................................................................... 24 

Tabel 3. 3 Dimensi pertanyaan/pernyataan ....................................................... 26 

Tabel 4. 1 Model Risky Behavior Scale (RBS)............................................................... 33 

Tabel 4. 2 Model Conservative Behavior Scale (CBS) .................................................. 34 

Tabel 4. 3 Model Exposure Offense Scale (EOS) .......................................................... 35 

 

  



  

xviii 
 

 

DAFTAR GAMBAR 

Gambar 2. 1 CIA Triad ....................................................................................... 13 

Gambar 3. 1 Alur Penelitian ............................................................................... 21 

Gambar 3. 2 Kerangka Kesadaran Keamanan Informasi ............................... 25 

  



  

xix 
 

 

DAFTAR LAMPIRAN 

 

Lampiran 1 Pertanyaan Kuesioner ................................................................... 44 

Lampiran 2 Hasil Dari Validasi Expert ............................................................ 48 

Lampiran 3 Surat Permohonan Data Pengisisan Kuesioner Dosen ............... 58 

Lampiran 4 Foto Dokumentasi Penyebaran Kepada Mahasiswa .................. 62 

Lampiran 5 Hasil Data Mentah Kuesioner ...................................................... 63 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


