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Lampiran 1. Kode Program ESP32_AuthenticationUnit 

void scanFingerprint() { 
    if (waitingForFace) return; 
    if (currentEnrollState != STATE_IDLE) return;  
    uint8_t p = finger.getImage(); 
    if (p == FINGERPRINT_NOFINGER) return; 
    if (p != FINGERPRINT_OK) return; 
    p = finger.image2Tz(); 
    if (p != FINGERPRINT_OK) return; 
    p = finger.fingerSearch(); 
    if (p == FINGERPRINT_OK) { 
        uint8_t id = finger.fingerID; 
        String name = readNameFromEEPROM(id); 
        String uid = readUIDFromEEPROM(id); 
        Serial.printf("[FP] Cocok! ID=%d Nama=%s\n", id, name.c_str()); 
 
        // sesi 2FA 
        sessionAuthID = id; 
        sessionNonce = generateNonce(); 
        sessionStartTime = millis(); 
        sessionMethod = "Fingerprint"; 
        sessionUID = ""; 
        waitingForFace = true; 
 
        DynamicJsonDocument doc(256); 
        doc["auth_id"] = sessionAuthID; 
        doc["nonce"] = sessionNonce; 
 
        String payload; 
        serializeJson(doc, payload); 
        mqttClient.publish(topic_stream_cam, payload.c_str()); 
        ledSuccessful(); 
        Serial.println("[2FA] Challenge dikirim: " + payload); 
        uiSet("VERIFIKASI WAJAH", "via " + cameraIP, "dan Arahkan Wajah", "ke Kamera", 
UI_FACE_WAIT, 5000); 
    } else { 
        Serial.println("[FP] Tidak terdaftar"); 
        ledFailed(); 
        uiSet("AKSES DITOLAK", "", "Sidik Jari Anda", "Tidak Terdaftar", UI_DENIED, 3500); 
        sessionMethod = "Fingerprint"; 
        sessionUID = ""; 
 
        if (WiFi.status() == WL_CONNECTED)  
            fbLog(0, "-", "", "Fingerprint", "auth_failed"); 
        else  
            Serial.println("[FB] Offline, skipping denied log."); 
    } 
} 
 
void scanRFID() { 
    if (waitingForFace) return; 
    if (currentEnrollState != STATE_IDLE) return;  
    if (!rfid.PICC_IsNewCardPresent() || !rfid.PICC_ReadCardSerial()) return; 
 
    String uid = ""; 
    for (byte i = 0; i < rfid.uid.size; i++) { 
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        if (rfid.uid.uidByte[i] < 0x10) uid += "0"; 
        uid += String(rfid.uid.uidByte[i], HEX); 
    } 
    uid.toUpperCase(); 
    currentEnrollUID = uid; 
    rfid.PICC_HaltA(); 
    rfid.PCD_StopCrypto1(); 
 
    for (uint8_t i = 1; i <= MAX_ID; i++) { 
        if (readUIDFromEEPROM(i).equalsIgnoreCase(uid)) { 
            String name = readNameFromEEPROM(i);            
            Serial.printf("[RFID] Cocok! ID=%d Nama=%s\n", i, name.c_str()); 
 
            // sesi 2FA 
            sessionAuthID = i; 
            sessionNonce = generateNonce(); 
            sessionStartTime = millis(); 
            sessionMethod = "RFID"; 
            sessionUID = uid; 
            waitingForFace = true; 
 
            DynamicJsonDocument doc(256); 
            doc["auth_id"] = sessionAuthID; 
            doc["nonce"] = sessionNonce; 
 
            String payload; 
            serializeJson(doc, payload); 
 
            mqttClient.publish(topic_stream_cam, payload.c_str()); 
            ledSuccessful(); 
            Serial.println("[2FA] Challenge dikirim: " + payload); 
            uiSet("VERIFIKASI WAJAH", "Via " + cameraIP, "dan Arahkan Wajah", "ke Kamera", 
UI_FACE_WAIT, 5000); 
            return; 
        } 
    } 
    Serial.println("[RFID] Tidak terdaftar"); 
    ledFailed(); 
    uiSet("AKSES DITOLAK", "", "RFID anda", "Tidak Terdaftar", UI_DENIED, 3500); 
    sessionMethod = "RFID"; 
    sessionUID = "-"; 
 
    if (WiFi.status() == WL_CONNECTED)  
        fbLog(0, "-", "-", "RFID", "auth_failed"); 
    else  
        Serial.println("[FB] Offline, skipping denied log."); 
} 

Kode program selengkapnya dapat dilihat pada repositori GitHub berikut: 

https://github.com/waradiana/SmartLockSecuritySystem/tree/main/ESP32_Authe
nticationUnit 
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Lampiran 2. Kode Program ESP32_DoorLockUnit 
void loop() { 
    handleWiFiReset(); 
 
    if (!wifiPortalActive) { 
        wifiConnect(); 
    } 
 
    // MQTT reconnect & loop 
    if (WiFi.status() == WL_CONNECTED) { 
        mqttReconnectNonBlocking(); 
        if (mqttClient.connected()) { 
            mqttReady = true; 
            mqttClient.loop(); 
        } else { 
            mqttReady = false; 
        } 
    } else { 
        mqttReady = false; 
    } 
 
    // OLED + WiFi state 
    if (WiFi.status() == WL_CONNECTED) { 
        wifiWasConnected = true; 
 
        if (!mqttReady) { 
            uiSet("WIFI CONNECTED", "Menunggu MQTT..."); 
        } else if (!relayActive) { 
            uiSet("SYSTEM READY", "PUSH TO EXIT"); 
        } 
    } else { 
        if (wifiWasConnected && !wifiPortalActive) { 
            startReconnectPortal(); 
        } 
    } 
 
    // Relay Timer 
    if (relayActive && millis() - relayStartTime >= relayDuration) { 
        digitalWrite(RELAY_PIN, LOW); 
        relayActive = false; 
        Serial.println("[Relay] Auto OFF"); 
        uiSet("SYSTEM READY", "PUSH TO EXIT"); 
    } 
 
    // Door Switch Sensor 
    int doorState = digitalRead(DOOR_SENSOR_PIN); 
    if (doorState != lastDoorState && millis() - lastDoorReport > 100) { 
        lastDoorState = doorState; 
        lastDoorReport = millis(); 
 
        if (doorState == HIGH) { 
            Serial.println("Door Open"); 
            mqttClient.publish(topic_door_status, "open"); 
        } else { 
            Serial.println("Door Closed"); 
            mqttClient.publish(topic_door_status, "closed"); 
        } 
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    } 
 
    // Button Exit 
    if (digitalRead(EXIT_BTN) == LOW) { 
        if (millis() - lastButtonPress > 300) { 
            Serial.println("[Button] Manual OPEN"); 
            mqttClient.publish(topic_exit_button, "exit"); 
            digitalWrite(RELAY_PIN, HIGH); 
            relayActive = true; 
            relayStartTime = millis(); 
            uiSet("DOOR EXIT", "Pintu Terbuka"); 
            lastButtonPress = millis(); 
        } 
    } 
    shortDelay(5); 
} 

Kode program selengkapnya dapat dilihat pada repositori GitHub berikut: 

https://github.com/waradiana/SmartLockSecuritySystem/tree/main/ESP32_DoorL
ockUnit 
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Lampiran 3. Kode Program ESP32Cam_FaceRecognitionUnit 
void reconnectMQTTNonBlocking() { 
  if (mqttClient.connected()) return; 
  if (millis() - lastMqttReconnectAttempt < mqttRetryInterval) return; 
  lastMqttReconnectAttempt = millis(); 
 
  String clientId = "ESP32_CamUnit"; 
    clientId += String((uint32_t)ESP.getEfuseMac(), HEX); 
 
  Serial.print("[MQTT] Menghubungkan ke HiveMQ  Cloud..."); 
  if (mqttClient.connect(clientId.c_str(), mqtt_user, mqtt_pass)) { 

    Serial.println("Terhubung   "); 
 
    mqttClient.subscribe(topic_stream_cam); 
    mqttClient.subscribe(topic_enroll_face); 
    mqttClient.subscribe(topic_delete_face); 
    mqttClient.subscribe(topic_reset_WiFi); 
 
    mqttClient.setCallback(mqtt_callback); 
 
    publishCameraIP(); 
  } else { 
    Serial.print("Gagal, rc="); 
    Serial.println(mqttClient.state()); 
  } 
} 
 
// MQTT Callback Publish & Subcribe 
void mqtt_callback(char* topic, byte* payload, unsigned int length) { 
    String message = ""; 
    for (unsigned int i = 0; i < length; i++) message += (char)payload[i]; 
    message.trim(); 
 
    Serial.print("[MQTT] "); 
    Serial.println(topic); 
    Serial.print("=> "); 
    Serial.println(message); 
 
    // Trigger start stream   
    if (String(topic) == topic_stream_cam) { 
      DynamicJsonDocument doc(256); 
      DeserializationError error = deserializeJson(doc, message); 
      if(error){ 
          Serial.println("[2FA] JSON tidak valid"); 
          return; 
      } 
 
      activeAuthID = doc["auth_id"]; 
      activeNonce = doc["nonce"].as<String>(); 
 
      sessionActive = true; 
      streamTrigger = true; 
      sessionStartMs = millis(); 
 
      lastFaceState = false; 
      matchFaceId = 0; 
      publishedThisSession = false; 
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      Serial.println("[2FA] Session 2FA dimulai"); 
      return; 
    } 
 
    // Trigger mode enroll face 
    if (String(topic) == topic_enroll_face && message == "true") { 
        streamTrigger = true; 
        enrollTrigger = true; 
        Serial.println("[ENROLL] Mode enroll wajah aktif"); 
        return; 
    } 
 
    // Hapus face ID dari SD 
    if (String(topic) == topic_delete_face) { 
      if (message.startsWith("delete ")) { 
        String idPart = message.substring(7); 
        int idToDelete = idPart.toInt(); 
 
        if (idToDelete > 0) { 
          char path[32]; 
          sprintf(path, "/face_%d.bin", idToDelete); 
 
          if (SD_MMC.exists(path)) { 
            SD_MMC.remove(path); 
            Serial.printf("MQTT: Face ID %d dihapus dari SD\n", idToDelete); 
            clear_faces_in_ram(); 
            load_faces_from_sd(); 
          } 
        } else { 
          Serial.println("ID tidak ditemukan di SD"); 
        } 
      } 
    } 
 
    // Reset WiFi 
    if (String(topic) == topic_reset_WiFi) { 
      if (message == "reset_wifi") { 

          Serial.print("    Perintah Reset WiFi Diterima"); 
 
          WiFiManager wm; 
          wm.resetSettings(); 
 
          Serial.println("Konfigurasi WiFi di Hapus. Restarting..."); 
          delay(1500); 
          ESP.restart(); 
          return; 
      } 
    } 
 
} 
 
// MQTT Publish Info User Status & ID 
void publishInfoUser(int userId) { 
 
  if(!sessionActive) return; 
 
  DynamicJsonDocument doc(256); 
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  doc["face_id"] = userId; 
  doc["nonce"] = activeNonce; 
 
  String output; 
  serializeJson(doc, output); 
 
  mqttClient.publish(topic_face_id, output.c_str()); 
  Serial.println("[2FA] Face result dikirim: " + output); 
 
  sessionActive = false; 
  streamTrigger = false; 
} 
 
// MQTT Publish Info Enroll URL 
void publishCameraIP() { 
  String ip = getLocalIpString(); 
  mqttClient.publish(topic_ip_cam, ip.c_str(), true);  // retained supaya Auth langsung dapat IP 
terakhir 
  Serial.println("[MQTT] Camera IP dikirim: " + ip); 
} 

Kode program selengkapnya dapat dilihat pada repositori GitHub berikut: 

https://github.com/waradiana/SmartLockSecuritySystem/tree/main/ESP32Cam_F
aceRecognitionUnit  
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Lampiran 4. Dokumentasi Penelitian 

Gambar Keterangan 
 

 
 

Mengidentifikasi 
permasalahan yang timbul 
pada sistem penguncian untuk 
akses ke ruang server bersama 
Kepala UPA TIK Undiksha. 

 

 

 

Proses perakitan, 
pemrograman, dan integrasi 
Smart Lock System. 
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Gambar Keterangan 

 
 
 

 

 
 

Pengujian terhadap fungsional 
fitur dan performa pada sistem 
autentikasi pada perangkat 
Smart Lock System secara 
mandiri. 
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Gambar Keterangan 
 

 

 

 
 

Evaluasi pengalaman 
penggunaan prototipe 
perangkat Smart Lock System, 
serta pengisian kuesioner 
dengan responden dari pihak 
Staf UPA TIK Undiksha 
secara luring. 
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Lampiran 5. Hasil Kuesioner Usability Testing 
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